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Short Excerpt from 4-/ƻǊƴŜǊǎ ǇǊƻƎǊŀƳ ά/ȅōŜǊ ²ŀǊέΣ нф-August 2016

http://www.youtube.com/watch?v=SMs5DVlLK8E

http://www.youtube.com/watch?v=SMs5DVlLK8E


Useful Links for more  Information

Protecting yourself online ςWhat everyone needs to know (PDF booklet)
www.ag.gov.au

Stay Smart Online (Aus. Govt) ςsubscribe to alerts.
www.staysmartonline.gov.au

Scam Watch
www.scamwatch.gov.au

Australian Cyber Security Centre
https://acsc.gov.au

Ask Leo ςsubscribe to regular newsletter. Excellent source of information, particularly relevant to Windows. 
askleo.com

How to Geek (more a source of knowledge than security advice)
www.howtogeek.com
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http://www.ag.gov.au/
http://www.staysmartonline.gov.au/
http://www.scamwatch.gov.au/
https://acsc.gov.au/
https://askleo.com/
https://www.howtogeek.com/


Online Intrusion Threats

Malware ςgeneral term for all malicious software.

Keylogger- malware that records your keystrokes, e.g. passwords.

Trojan  - backdoor that allows unauthorised external access. May be used to create a botnet.

Virus  - propagates and destroys.

Spyware ςsteals information from host computer.

Phishingςa fake website that emulates a legitimate site, e.g. a bank, to steal passwords.

Ransomwareςencrypts data files and demands payment.

Spam ςunsolicited email advertising - may carry malware payload.

Identity Theft and Financial Fraud ςa possible consequence of poor privacy practices.

Internet of Things (IoT) ςmany electronic devices now connect and have poor security.

Foistwareςunwanted software installed along with a legitimate package.

Browser exploit ςmalicious code that exploits a browser vulnerability. 

O/S exploit - malicious code that exploits an operating system vulnerability, e.g. Windows. 

Scamsςattempts to extract money by various means.

Drive-by download ςƭƛƴƪǎ ƻƴ ǿŜōǎƛǘŜǎ ǘƘŀǘ ŀǊŜƴΩǘ ǿƘŀǘ ǘƘŜȅ ǎŜŜƳΦ
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Ransomware

Ransomware ƛǎ ŀ ǾƛǊǳǎ ǘƘŀǘ ŜƴŎǊȅǇǘǎ ȅƻǳǊ Řŀǘŀ ŦƛƭŜǎ ǎƻ ǘƘŀǘ ǘƘŜȅ ŎŀƴΩǘ ōŜ ǊŜŀŘΦ

Typically acquired by clicking on an email link, e.g. fake AusPostdelivery message.

It will demand ǘƘŀǘ ȅƻǳ Ǉŀȅ ƳƻƴŜȅ όŀ άǊŀƴǎƻƳέύ ǘƻ ƎŜǘ ŀŎŎŜǎǎ ǘƻ ȅƻǳǊ t/ ƻǊ ŦƛƭŜǎΦ 
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άWanna/Ǌȅ нέ 
ransomware attack,  
May 2017



Ransomware (cont.)
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άPetyaέ  ǊŀƴǎƻƳǿŀǊŜ ну WǳƴŜ нлмтΦ
Spread via a Word Macro attached to 
email. It appears that only older 
unpatched versions of Windows 
were affected.



Ransomware (cont.)

Defences:

Å5ƻƴΩǘ ŎƭƛŎƪ ƻƴ ŜƳŀƛƭ ƭƛƴƪǎ ƻǊ ŀǘǘŀŎƘƳŜƴǘǎ ǳƴƭŜǎǎ ŀōǎƻƭǳǘŜƭȅ ǎǳǊŜ ǘƘŜȅ ŀǊŜ ǎŀŦŜΦ

ÅEnsure you have anti-virus software installed and up-to-date (not 100% effective).

ÅEnsure the latest operating system updates are applied.

ÅUse a modern browser with an ad-blocker plugin.

ÅUse a Standard user login in Windows, not Administrator.

ÅBackup, Backup, Backup!  (and keep an offline copy).
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Ransomware (cont.)

Recovery:

If possible, remove the virus and recover your files from backup.

or

Re-install Windows ςall data on main drives will be lost. 

More info:
Microsoft Malware Protection Center
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https://www.microsoft.com/en-us/security/portal/mmpc/shared/ransomware.aspx


Phishing is a form of fraud in which the attacker tries to acquire confidential 
information such as login credentials, account information, or credit card 
numbers by masquerading as a reputable company.

A typical example would involve a phony website link sent by email, SMS, 
social media or other messaging service that transfers to a fake version of a 
ƭŜƎƛǘƛƳŀǘŜ ŜƴǘƛǘȅΩǎ ǿŜōǎƛǘŜΣ ŜΦƎΦ ŀ ōŀƴƪΦ 

When you login, they acquire your password 
for the real site.

Example of a phony link:
www.westpac.com.au

Phishing
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https://www.commbank.com.au/


Phishing ςŘƻƴΩǘ ƎŜǘ ƘƻƻƪŜŘ

Be suspicious of requests to verify or confirm your login details.  Reputable 
ƛƴǎǘƛǘǳǘƛƻƴǎ ŘƻƴΩǘ ƻǇŜǊŀǘŜ ƛƴ ǘƘƛǎ ǿŀȅΦ

Check the actual URL of any link by hovering over it, or checking the URL in 
the browser address bar.

Use a service such as
www.getlinkinfo.com
to decode an obscure URL:
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http://www.getlinkinfo.com/


Try the Phishing Quiz

www.opendns.com/phishing-quiz
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https://www.opendns.com/phishing-quiz/


Example fake email:
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Website data breaches

Some well-known examples:

Yahoo 2014 (announced Sep 2016) ς500 million 

accounts compromised.

MySpaceς300 million accounts.

LinkedIn 2012 ς165 million accounts.

Dropbox 2012 ς68 million accounts.

Adobe 2013 ς152 million accounts.
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How does this happen? ς
inadequate website security.

What should affected users do? ς
change password, use secure 
passwords, be cautious if asked to 
provide personal information.

Typically the data stolen is email addresses, encrypted passwords, encrypted credit 
card details, and other personal information.
9ƴŎǊȅǇǘŜŘ Řŀǘŀ ƛǎ ŀǘ Ǌƛǎƪ ƛŦ ƛǘ Ŏŀƴ ōŜ ŘŜŎǊȅǇǘŜŘ ōȅ ŀ άōǊǳǘŜ ŦƻǊŎŜέ ŀǘǘŀŎƪ ōȅ ǘƘŜ 
hacker.



Have your details been compromised?

This site tracks and records accounts that have been compromised. This is a 
legitimate site that trawls data that has been published by hackers: 

Have I been Pwned? (owned)
https:// haveibeenpwned.com

If your email address is listed, you should change your password at the named
website.

More info on sites breached:
https://haveibeenpwned.com/PwnedWebsites
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https://haveibeenpwned.com/
https://haveibeenpwned.com/PwnedWebsites


Scams
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www.scamwatch.gov.au


