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Topic Outline

Sources of information Network security

Online Intrusion Threats Online security (banking, purchasing.gtc
Website data breaches Sending documents securely

Scams and Fraud PublicWiFi

Defences Privacy concerns

Authentication and Password security  Social media and privacy

Windows security Data backup



Short Excerpt from#4 2 N SNE LINE 3 NJ -XugustPOd@® S NJ 2 | NE 2

http://www.youtube.com/watch?v=SMs5DVILK8E



http://www.youtube.com/watch?v=SMs5DVlLK8E

Useful Links for more  Information

Protectingyourself onlineg What everyone needs to knowDF booklet)
www.agd.gov.au

Stay Smart Online (AuSovi) ¢ subscribe to alerts.
www.staysmartonline.gov.au

Scam Watch
WWw.Scamwatch.gov.au

Australian Cyber Security Centre
https://acsc.gov.au

Ask Leq subscribe to regular newsletter. Excellent source of information, particularly relevant to Windov
askleo.com

How to Geek (more a source of knowledge than security advice)
www.howtogeek.com



http://www.ag.gov.au/
http://www.staysmartonline.gov.au/
http://www.scamwatch.gov.au/
https://acsc.gov.au/
https://askleo.com/
https://www.howtogeek.com/

Online Intrusion Threats

Malwarec general term for all maliciousoftware.

Keylogger- malware that records your keystrokes, e.g. passwords.

Trojan - backdoor that allows unauthorised external access. May be used to create a botnet.
Virus - propagates and destroys.

Spywareg steals information from host computer.

Phishingg a fake website that emulates a legitimate site, e.g. a bank, to steal passwords.
Ransomware encrypts data files and demands payment.

Spamc unsolicited email advertisingmay carry malware payload.

Identity Theft and Financial Fraga possible consequence of poor privacy practices.
Internet of ThingsloT) ¢ many electronic devices now connect and have poor security.
Foistwarec unwanted software installed along with a legitimate package.

Browser exploit malicious code that exploits a browser vulnerability.

O/S exploit malicious code that exploisn operating system vulnerability, e.g. Windows.
Scamg; attempts to extract money by various means.

Driveby downloadct Ayl a 2y ¢6So0aAridsSa GKFO NByQld gKI
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Ransomware

Ransomward & | @ANMzZ GKF{d SYONRLII & @&2dzNJ RI
Typically acquired by clicking on an email link, e.g. Aals#?ostelivery message.
ltwilldemandi KI 0 @2dz LI & Y2ySé o0l AaN)yazvYéu

= Wana Decrypt0Or 2.0 X

Ooops, your files have been encrypted!
[ What Happened to My Computer?

| Your important files are encrypted.
| Many of your documents, photos, videos, databases and other files are no longer
|accessible because they have been encrypted. Maybe you are busy looking for a way to
irecover your files, but do not waste your time. Nobody can recover your files without
our decryption service.
Payment will be raised on €aniRecover My Files?
5/15/2017 20:34:43 Sure. We guarantee that you can recover all your files safely and easily. But you have

dWanna/ NE H £
me Left You can decrypt some of your files for free. Try now by clicking <Decrypt>. an n H 8

|But if you want to decrypt all your files, you need to pay.
[You only have 3 days to submit the payment. After that the price will be doubled.

|Also, if you don’t pay in 7 days, you won't be able to recover your files forever. ran S O mware attac k y

[ We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on = HOW Do I Pay? M ay 20 1 7

5/19/2017 20:34:43 |Payment is accepted in Bitcoin only. For more information, click <About bitcoin=>.
| Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins=>.
And send the correct amount to the address specified in this window.
| After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

ARATD o

Time Left

Send $300 worth of bitcoin to this address:

P e [115p7UMMngoj1pMvkpHijcRAFINXj6LrLN
Yy




Ransomware (cont.)

Ooops, your iMportant files are encrypted.

If you =see this text, then your files are no longer accesszible, because they
have been encrypted. Perhaps you are busy looking for a way to recover your
files, but don’'t waste your tiMe. Mobody can recover your files without our
decryption serwvice.

e guarantee that you can recover all your files =safely and eazily. All you d:)etya NJ y. a 2 Y @ I NB
need to do is submit the payment and purchase the decryption key. Spread via a Word Macro attached to

Pleaze follow the instructions: ema” |t appears that Only Older

1. Send $388 worth of Bitcoin to following address: unpa‘tched VeI’SIOI’]S Of W|ndOWS
1Mz7153HMuxXTuR2R1t78MGSdzaftNbBUX were affected.

Send your Bitcoin wallet ID and personal installation key to e-mMail
HWoWsHMithl23456@posten. net. Your perszonal installation key:

XUN jNx-pRazyd-gR2GcG-JLPBuT-fc¥2hY-zJo3PX-ROUBgya-65FSH j-0423Nc-CoCgaZ

If you already purchaszed your key, please enter it below.
Key:




Ransomware (cont.)

Defences:

A52y Q0 Of AO01 2y SYFAf fAyl1a 2N Fadl OKY
A Ensure you have antirus software installed and uip-date (not 100% effective).

A Ensure the latesbperating system updatesre applied.

A Usea modern browser with aad-blocker plugin.

A Use a Standard user login in Windows, not Administrator.

A Backup, Backup, Backup! (and keep an offline copy).



Ransomware (cont.)

Recovery:

If possible, remove the virus and recover your files from backup.
or

Reinstall Windows: all data on main drives will be lost.

More Info:

Microsoft Malware ProtectioiCenter



https://www.microsoft.com/en-us/security/portal/mmpc/shared/ransomware.aspx

Phishing

Phishing is a form of fraud in which the attacker triea¢guire confidential
Information such as logikredentials accountinformation, or credit card
numbers by masqueradirap a reputabl&eompany.

A typical example would involve a phony website link sent by email, SMS,

somal medla or other messaglng serwce that transfers to a fake verS|on of a

When you login, they acquire your password
for the real site.

Example of a phony link: -
www.westpac.com.au | P

~ PHISHING

(@]


https://www.commbank.com.au/

Vd

PhishincR2y QU 3SG K221 SR

Be suspicious of requests to verify or confirm your login details. Reputable
AVvaoAlddziAzya R2y QU 2LISN)IGS Ay UKA& 6|

Check the actual URL of any link by hovering over it, or checking the URL in

the browser address bar. CI etLi n I(I nfO

Use a SerVice SUCh as http:/ftinyurl.com/zh79rjq
WWW_qetllnklnfo_C()m Enter any URL, for example: http://tinyurl.com/2unsh, http://bit.ly/1dNVEPAW
to decode an obscure URL: | Link information

A Title Home

Description University of the Third Age (U3A) Briskane. Courses you've always wanted to do.

e URL http:/ftinyurl. com/zh79rjg more info & Safe

& Effective URL  https-//www u3abrisbane.org.au/ moreinfo @ Safe

2 Redirections 1. http:/ftinyur. com/zh7%jq more info (&) Safe
2. http/fwww u3abrisbane org.aw more info & Safe
3. https://www.u3abrisbane org.aw more info & Safe

@ External Links \iew (7 safe 0 unsafe)

11

@ Safe Browsing This site is malware-free and safe to visit. Advisory provided by Google



http://www.getlinkinfo.com/

Try the Phishing Quiz

www.opendns.com/phishinguiz

saamemeber.com/ogin nhip

\

aa it fwww aaairline

N— 7

Forged URL.
Even though aa.com is the real domain for American
Airlines, the actual domain for this phish is
airlinesaamemeber.com.

No "https."

The real American
Airlines login page
will always use "https”
indicating a secure
login.

Login

To login: Your password Is casa sensiive and must b2 6-12 numbers
and/ar letters.
o Entor your ANdvantage Number AAdvantage Number Forgot AAdvantage Number?
« Enter your Password _
e Cick Go Password Forgot/Need Password?
P

~ Remember My AAdvantage Number

If you do not have an AAdvantage number, click @
x::?:;;.'mg:::s &) Enroll in the AAdvaniage Program.

This is a public/shared computer, do not remember me.
Password Help FAQs a

About Us

nroll in the AAdvant Program - It's Free!

s Deal

Finder~
Get Details » »

A Naalfindar® | EEEC | M ~any an Eorainl
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https://www.opendns.com/phishing-quiz/

Example fake email:

From: WestPac <infos@westpac.com.au> Warning sign: ‘P’ in Westpac is capitalised. If
Subject: Notification this was an official email, this would unlikely
Date: 23 May 2013 11:44:33 AM AEST be sent with such an error.

To: undisclosed-recipients:;

Warmning sign: Recipient address is
undisclosed and/or not your own.

There is also no other form of
Wi Fest pPac S
Warning sign: It's unlikely you
would neeci to log info an account
Thank you for banking online at Westpac , your security is our primary Concenn e e Tty e ¢ security
against the recent spate of fraud and identity theft invovling online account holg ded .
upgraded or activated.
introduced additional security measures and upgraded our software to protect o P9
holders.

The security upgrade will be effective immediately and requires our customers to update their access and
Sign in Protection activation.

Waming sign: grammar and
capitalisation errors. What does
“Sign in Profection activation”
mean?

Please Upgrade Your Information

DONT CLICK! When in doubt,
try rolling over the link to reveal
its frue destination. In this case it

links to a phishing site:
http:/ /altemabll.com/wp/index
html




Website data breaches

Some welknown examples:

Yahoo 2014 (announced Sep 204600 million
accounts compromised.

MySpace; 300 million accounts.

LinkedIn 2012, 165 million accounts.

Dropbox 2012; 68 million accounts.

Adobe 2013 152 million accounts.

How does this happen?
Inadequate website sec

urity

What should affected users dag?
change password, use secure

passwordsbe cautious if asked to
providepersonal information.

card details, and other personal information.
O9YONRBLIISR RFEGIF A& 10
hacker.

Typically the data stolen is email addresses, encrypted passwords, encrypted ¢

NA &1 AF A

OF vy

redit
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Have your details been compromised?

This site tracks and records accounts that have been compromised. This is a
legitimate site that trawls data that has been published by hackers:

Have | beerPwned (owned)
https:// haveibeenpwned.com

If your email address is listed, you should change your password at the named
website.

More info on sites breached:
https://haveibeenpwned.com/PwnedWebsites
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https://haveibeenpwned.com/
https://haveibeenpwned.com/PwnedWebsites

Scams

www.scamwatch.qgov.au
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